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1 Introduction

This package contains the Intel(R) Application Debugger 2.3 for Intel(R) Atom(TM) processor.

It is a Linux* hosted Eclipse* RCP based cross-debug solution for Linux* software developers to
debug C and C++ applications via a remote TCP-IP debug handler. It works with both
networked devices running MeeGo* or Linux* as well as QEMU based virtual machines. The
Intel® Debugger is designed to attach to an application that has been launched locally on the
physical or virtual device or that has been launched remotely. Furthermore it can deploy and
launch an application on the target. The automatic application deployment does however only
apply for the application binary itself. If there are dependencies on shared object files, those
need to be copied manually.

In addition the Intel® Application Debugger 2.3 for Intel® Atom™ Processor offers the full range
of in depth threading awareness, thread level breakpoints, and run control with thread grouping
and thread freezing and thawing.

The offering for application developers is completed through a set of features like
e Hardware watchpoint support
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¢ Remote module download and target debuggee process connect
 Remote view of target application threads
e Advanced OS signal handling

The developer thus gains the extra level of visibility into the system they develop on they want.
This minimizes the time it takes to isolate and correct application level problems by
understanding the system environment the application runs on.

Information on Intel Software Development Products is available at
http://www.intel.com/software/products/.

This document provides system requirements, installation instructions, issues and limitations,
and legal information.

Technical Support and Documentation

To submit issues related to this product please visit the Intel Premier Support webpage and
submit issues under the product Intel(R) Embedded SW Dev Tools Atom.

For information on how to register for and purchase support for the Intel(R) Embedded Software
Development Tool Suite Intel(R) Atom(TM) processor please visit the Intel(R) Software
Development Products webpage.

Additional information on the Intel® Embedded Software Development Tool Suite for Intel®
Atom™ Processor is available at the following web resources:

e Product Page: http://www.intel.com/software/products/atomtools
e User Forum: http://software.intel.com/en-us/forums/software-development-toolsuite-
atom/

e Knowledge Base Articles: http://software.intel.com/en-us/articles/software-development-
toolsuite-atom-kb/all/1/

Please remember to register your product at https://reqgistrationcenter.intel.com/ by providing
your email address. This helps Intel recognize you as a valued customer in the support forum.

For information about how to find Technical Support, product documentation and samples,
please visit http://www.intel.com/software/products/atomtools
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Product Contents
e Intel® Application Debugger 2.3 for Intel® Atom™ Processor, Build [76.xxX.X]
e Intel® Debugger Remote Server for IA32 Linux*, Build [76.xxX.X]

2 What's New

2.1.1 Updated Graphical User Interface
The button icons have been updated and the overall look and feel of the debugger has been
modernized

2.1.2 Support for Yocto Project* 1.1 targeted application debug
The Intel® Application Debugger for Intel® Atom™ Processor has been validated against Yocto
Project* 1.1 and Application Development Toolkit 1.1 compatibility

2.1.3 Thread Specific Run-Control and Thread Grouping
The debugger now supports thread grouping and thread specific run-control including the
setting of thread specific breakpoints.

2.1.4 Extended Breakpoints Feature

With this feature you can set breakpoints on routines in shared libraries which have not yet been
loaded. The requested breakpoint will be realized whenever possible. You'll see unrealized
breakpoints marked with a yellow triangle (not having an address, file and symbol name) in the
GUI. On the command line those are marked as <PENDING>. Any ambiguity is directly
resolved and you will get multiple realizations, e.g. requesting a breakpoint for an overloaded
function. In the GUI, those are visualized as a tree with the requesting breakpoint as its node.
On the command line the requesting breakpoint is marked as <MULTIPLE> and its realizations
follow.

Please note that for the command line this feature is only available in GDB mode.

2.1.5 Command solib-search-path now implemented

The command line debugger idbc and the Command window of the GUI debugger now support
the existing gdb command solib-search-path which is used to look up images or shared libraries
when they have not been found in the usual places such as $LD_LIBRARY_PATH.

Please invoke the command line help to see the solib-search-path command usage:

(idb) help set solib-search-path
(idb) help show solib-search-path

or the abbreviated commands:

(idb) h set sol
(idb) h sho sol
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2.1.6

Qt C++ Class Awareness

The debugger is able to resolve Qt C++ classes such that when monitoring variables in such
classes they will be resolved correctly and their value will be directly displayed without having to
follow the expanded C++ class treeview.

3 System Requirements

3.1.1

3.1.2

Host Software Requirements

Linux* system running Fedora* 14, Fedora* 15 or Ubuntu* 11.04.

Fedora* 10 has only been partly validated

Java runtime environment (JRE) 1.5 or 1.6 (also known as 6.0) to use the Eclipse*
framework. In a web browser, access www.java.com, and download and install JRE 1.6.
Make sure that the $PATH environment variable contains the path to the JRE bin-
directory.

A successful install requires the following standard packages to be present: g++, gcc,
libc6, libstdc++6, binutils

Target Software Requirements

The target platform should be based on one of the following environments:

Yocto Project* 1.1 based environment
MeeGo* 1.x based environment
MeeGo* compliant OS

Hardware Requirements
Intel® 1A-32 architecture based host computer supporting Intel® Streaming SIMD
Extensions 2 (Intel® SSE?2) instructions (Intel® Pentium® 4 processor or later), or
compatible non-Intel processor.

o For the best experience, a multi-core or multi-processor system is recommended.
1GB RAM (2GB recommended)
4GB free disk space for all product features and all architectures

Ethernet TCP/IP Connection and ethernet cable

Development platform based on the Intel® Atom™ processor Z5xx, Z6xx, N2xx, N3xXx,
N4xx, D4xx, D5xx, Intel® Atom™ processor CE4100, CE4200 or the Intel® Media
processor CE3100
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4 Installation Notes

Installing the Debugger

The default installation directory is /opt/intel/atom/idb/2.3.xxx

The Intel® Application Debugger for Intel® Atom™ Processor is intended for Intel® Atom™
processor targeted cross-development. It is recommended to install the debugger on your
software development host system. It is further recommended to install the idbserver debug
server in one of the following locations:

Intel® Atom™ processor based target device
MeeGo* Image Creator 2 based jailroot environment
MeeGo* 1.x virtual image running inside QEMU*
Yocto* 1.x virtual image running inside QEMU*

For installation of the debugger update on the development host please follow the steps below:

1.

Unpack the tool suite package in a directory to which you have write access.

> tar -zxvf 1 MID DBG p 2.3.xxx.tgz

If you do not have a license file, please note the product serial number. You will need it
to complete the installation process. Otherwise copy the license file you may have
received via email from the Intel® Software Development Products Registration
Centerto /opt/intel/licenses/.

It is recommended to register your product at https://registrationcenter.intel.com. If you
purchased support for this product you will need to register to take full advantage of Intel
Premier Support at https://premier.intel.com.

Change into the directory the tar file was extractedto ../1 MID DBG p 2.3.xxx
Run the installation script

Execute the install script in the directory where the tar file was extracted.
>./install.sh

If you are not logged in as root, you will be asked if you want to install as root, install as
root using sudo, or install without root privileges. Installing as root (using sudo if you
have that privilege) is recommended, as that will update the system RPM database. Use
the install as current user option if you want to install to a private area.

The welcome message to the Intel® Embedded Software Development Tool Suite 2.3
for Intel® Atom™ Processor appears along with an outline of the installation process.
Press the Enter key to continue.
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8.

9.

10.

11.

The installation routine checks for the availability of all product dependencies. Please
take care of these dependencies, if a warning message appears.

Afterwards you will be asked to read the end-user license agreement for the tool suite.
Press the Enter key to continue with reading the license agreement. Once done type
accept to continue with the installation.

When asked whether you would like to activate and install your product select one of the
options provided depending on whether you have a license file available or not. If there
is already a valid license file available and installed on your system, the installation
routine will recommend to simply use the existing license file. If you do not have access
to the internet at the time of installation, select the alternative activation option.

The next screen let’s you review your installation options. If you would like to only install
only the Intel® Application Debugger and not the Intel® JTAG Debugger as well, select
[3] and change the components settings. Else, continue with the default choice [1] to
start the installation.

Step no: 4 of 6 | Options

You are now ready to begin installation. You can use all default installation
settings by simply choosing the "Start installation Now" option or you can
customize these settings by selecting any of the change options given below

first.

You can view a summary of the settings by selecting

"Show pre-install summary".

Start installation Now

Change install directory [ /opt/intel ]
Change components to install [ A1l ]

Show pre-install summary

. Help

Back to the previous menu

. Quit

Please type a selection or press "Enter" to accept default choice [1]:

12.

During the prerequisites check the presence of the Yocto Project* Application
Development Toolkit 1.1 (ADT) will be checked. If it is not present on your installation
you will get a warning message.

The Yocto Project* Application Development Toolkit is required if you want to use the
Intel® Composer XE for building Yocto Project* targeted applications. For automatic
Intel® Composer XE integration with the Application Development Toolkit during
installation, please install Toolkit first and re-check the prerequisites.

If you do not intend to develop applications targeting Yocto Project* builds, you can
ignore this warning message.
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13. The installation will be finalized and you will be informed when the installation has been
completed successfully.

Step no: 6 of 6 | Complete

Thank you for installing and for using the

Intel (R) Embedded Software Development Tool Suite for Intel(R) Atom(TM)
processor version 2.3.

Support services start from the time you install or activate your product.
If you have not already done so, please create your support account now to
take full advantage of your product purchase.

Your support account gives you access to free product updates and upgrades
as well as interactive technical support at Intel (R) Premier Support.

To create your support account, please visit the Subscription Services web
site
https://registrationcenter.intel.com/RegCenter/registerexpress.aspx?media=WJP

g. Quit [default]

Please type a selection or press "Enter" to accept default choice [qg]:

Installing the Debugger Remote Server

To install the Intel® Debugger Remote Server for IA32 Linux* go its installation directory in the
Intel® Application Debugger 2.3 for Intel® Atom™ Processor installation:
/opt/intel/atom/idb/2.3.xxx/bin/ia32.

Copy the file idbserver onto your cross-debug target device or target virtual machine via sftp.
Uninstalling the Debugger

To uninstall the Intel® Application Debugger, change into the
/opt/intel/atom/idb/2.3.xxx/bin directory and run the uninstall dbg.sh script.
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5 Key Features

5.1.1 Updated Graphical User Interface
The button icons have been updated and the overall look and feel of the debugger has been
modernized

5.1.2 Support for Yocto Project* 1.1 targeted application debug
The Intel® Application Debugger for Intel® Atom™ Processor has been validated against Yocto
Project* 1.1 and Application Development Toolkit 1.1 compatibility

5.1.3 Thread Specific Run-Control and Thread Grouping
The debugger now supports thread grouping and thread specific run-control including the
setting of thread specific breakpoints.

In general when you stop (i.e. suspend) or hit a breakpoint all threads are stopped and when
you continue all threads will continue. In the Intel® Application Debugger for Intel® Atom™
Processor however it is possible in the breakpoint dialog to specify which thread or thread group
to apply a breakpoint to.

& Create Breakpoint O ‘Create Breakpoint (]l T

—_— —— - Y
Code | DataData Hardware Code Data Data Hardware Code | Data | Data Hardware

Type: @ Breakpoint () Thread Syncpoint Location: ” Browse.. Address: “ v Browse...

Location: | Browse.. Within Function Browse.. Length: [4 ~

@ wite O Any

Action: [ Continue Action: (] Continue

Condition: cordition: - Access
Skip Count: o o

Thread Filter:

Thread Filter: Browse... Skip Count o | hccess

Stopping Threads: Browse... Length: —————————— O rRead @ Changed

@ Cancel @ Cancel @ Cancel

This is true for both code breakpoints and data breakpoints (watchpoints). If you are debugging
with data that located in read-only memory, even hardware data breakpoints are available.

The Thread View accessible via the Thread View button Q let's you pick which threads to
focus on while debugging. It shows the defined threads and their state. You can define thread
groups and freeze or thaw specific threads as needed.

Console (4 Callstack (& Breakpoints m&} Locals ¥ =8
Thread Set ID Type 0S ID Execution Attribute Location
sallthreads initial 27987 thawed void new_phase3(void) */home/demo/labs/barrier,
$currentopenmpteam 2 imonitoring 27989 thawed 0xb80d6416
$currentlockstepthreads ©3 omp 27990 frozen vold new_phase3(void) "/home/demo/labs/barrier,

suninterruptedthreads
$frozenthreads
¢ $lasteventingthread
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A thread can have three different attributes for debug purposes:
frozen: The thread does not resume when you resume executing a set of threads in the job.
thawed: The thread resumes when you resume executing a set of threads in the job.

uninterrupted: The thread continues running without being interrupted for events. It basically
detaches the thread from the debugger's control.

The thread window is your main ‘thread control’ window. You can select by double clicking
which thread you would like to have in focus. You can even use the context menu to freeze and
thaw individual threads

5.1.4 Disassembly and Register Views

If during the debugging session you suspend the debuggee at a location where there are no
sources available the debugger will automatically open up an assembly window. It allows for
pure disassembly as well as disassembly and source interlaced views. It is possible to select
the style of assembly mnemonics used by the debugger. The default is to show the Intel style
assembly but you can switch to the AT&T style which should be familiar for many Linux* users.
Finally it is also possible to edit code in the disassembly window on the fly making adjustments
by replacing assembly code and testing what the outcome of such a change may be.

2, =

simple_idct_mmx.c mpegvideo_enc.c l;‘m Assemnbler: 0x0000000 &8 &

Address Opcodes Source |

mpegvideo enc,c: 2525 s-=mv[0][1][1]
@ Ox0000000000511d16 mov rl15, gword ptr [rldrll*E0x30a8]

Ox00000000008511d 41 Of bf 44 5F @ B boc*d
Show Current Location

4f 8b bc de ad 30 00 00

@ 0x0000000008511d24 4189862031000 . 9x3120], eax
€ 0x0000000000511d2b 41 83 be &4 38 00 € sotcuentLocation | 3eedl. Oxl

@ 0x0000000008511d33 41 8b ae dd 00 60 €  Find Source Code [ F14+0xd0]

@ 0x0000000000511d3a  &d 04 ed 00 00 00 §  Show Memory ]

@ Ox0000000008511d41 48 63 c0 Change Startaddress...

@ 0x0000000000511d44 48 B9 84 24 38 db € Reload axdb38], rax
@ 0x000000000E511d4c  OF 84 24 1b 00 0O Source Annotations  » Chreact:3636
@ 0x0000000000511d52 41 &3 be 68 Od 0O € Ixd68], Ox0

@ 0x0000000000511d5a
@ 0x0000000000511d61
@ 0xD000000000511d6a
@ 0x0000000000511d6f
@ 0xD000000000511d78
@ 0x0000000000511d81

41 8b 86 bc 34 00 ¢ EEERIGUCCELI N @ntel 10

66 41 Of be 86 98 C
66 OF 70 cB 00

66 OFf 7f Bc 24 e0 c
66 OF 7f Bc 24 fO c
9 84 24 f0 da 00 C

LCreate Breakpoint

= Copy

Copy All
Select All

OATT ag)
dxi

[ rsp+O0xd9ed] , «mml
[ rsp+Oxd9fa], xmml

. Oxdafi], eax

-

The Registers View is automatically updated whenever the debuggee is halted and shows the
register contents for the current debug scope. Register contents that has changed since the last
halt is being highlighted in red for easy identification of changes.
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iil iii v':'E|

Register | value | Description |
$eax axfffffdfc -516
$ecx Ox4 4
$edx Bx28 40
$ebx 0x917cd78 152554872
$esp [4sp] oxbfd46064 {void *) exbfd46064
$ebp [$Tp] axbfd46888 {void *) exbfd46888
$esi 6x8f93620 156548512
$edi Ox47baaffd 1283417676
2x804addc (vold =) PxBP4addc
$eflags 0x200246 2097734
$cs 0x73 115
$s5 Ox7b 123
$ds ax7b 123
jes 0x7b 123
$fs oxe 2]
$g5 0x33 51
$fctrl ox37f 895
$fstat Ox4020 16416
$ftag axe ]
$fiseq 0x73 115
$fioff Bx486a3c5c 1214921820
$foseq ox7b 123
$fooff @xbfd45730 -1876603088
$fop Bx55d 1372
$fe axe {unprintable extended double precision floa
$f1 axe {unprintable extended double precision floal||
'k e ] (1971 funnrint~ahla +, Aead _Anubhle nenecician F1la-d ™
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5.1.5 Scripting Language

Create a batch file based on a rich set of powerful debugging script language
commands and execute it in non-interactive mode. Results can be logged and analyzed
afterwards.

5.1.6 Store and Restore of Debug Sessions

The user can store basic debug session settings such as connection information,
substitution paths, environment variables, loaded debuggee and load arguments,
breakpoints and watchpoints. These settings can then be retrieved by loading the
previously stored session settings file. This makes it easy to commence a debug

session where the user may have left off earlier.

5.1.7 Enhanced GDB compatibility

This release features more GDB compatibility features in it's command language
interface. Included are the following features:

e Support for command history

e Support for info variables, info types and info functions
o« Command, filename and variable completion

e Support for user-defined commands

5.1.8 Command History

The debugger will read .gdb_history by default. You can also use the following
commands to control the behavior of command history:

¢ Renaming the history file
There are 2 ways to rename the history file, which will override the default (.gdb_history).
1. (idb) set history filename <name>
2. Set the environment variable GDBHISTFILE to the filename of the history file you
want to use. This can be overridden during the debug session by using the set
history file <name> command.
e Turning history recording on & off
(idb) set history save [on|off]
e Configuring the history size
There are 2 ways to configure the size of the history buffer (the number of items
retained):
1. (idb) set history size <number>

11
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2. Set the environment variable HISTSIZE to the size you want.

If neither of these choices are used, the default value is 256. s

5.1.9 info variables, info types, info functions
info var[iables] [<string>|REGEXP]

<string> is a simple search string; REGEXP is a regular expression. The resulting list is
the list of global and static variables in the debuggee that match <string> or REGEXP.

info fu[nctions] [<string>|REGEXP]

<string> is a simple search string; REGEXP is a regular expression. The resulting list is
the list of global and static functions in the debuggee that match <string> or REGEXP.

info ty[pes] [<string>|REGEXP]

<string> is a simple search string; REGEXP is a regular expression. The resulting list is
the list of types used in the debuggee that matches <string> or REGEXP.

5.1.10 Command, filename and variable completion

Completion of commands, filenames, and variables is supported. Simply start typing a
command, filename or variable and press the tab key. If there is more than one
alternative, the debugger sounds a bell; pressing tab again causes the debugger to list
the alternatives.

Using single and double quotes influences the set of possible alternatives. Single
guotes can be used to fill in C++ names, which contains special symbols (":", "<", ">",
"(", etc.). Double quotas tell the debugger to look for alternatives among file names only.

The debugger doesn't automatically detect cases where quotes are needed (as GDB
does).

5.1.11 Support for user-defined commands

The debugger now supports user defined commands. These commands support if,
while, loop_break and loop_continue in their bodies. User-defined commands can have
up to 10 arguments separated by whitespace. Argument names are $arg0, $argl,
$arg2,..., $arg9. The number of arguments is held in $argc.

The debugger supports the following commands to control user-defined commands:

12
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e (idb) set max-user-call-depth <depth>

Sets max level of recursion for user defined commands. The default value is 1024.
e (idb) show max-user-call-depth

Shows current available level of recursion.

The debugger doesn't yet support the document, help user-defined, dont-repeat
commands or user-defined hooks.

5.1.12 Support for Pending Breakpoints

If the user tries to set a breakpoint which cannot be resolved to as specific location, the
debugger asks the user whether to create a special breakpoint, called a pending
breakpoint. This breakpoint will be evaluated when shared libraries are loaded and if
they can be resolved, that are transformed into a regular breakpoint (where the
debugger can stop). The debugger supports specific commands for managing the
pending breakpoint support:

e (idb)set breakpoint pending auto

This is the default value. If the debugger cannot resolve breakpoint location, the user is
asked whether to create a pending breakpoint.

e (idb) set breakpoint pending on

Always set pending breakpoints on unresolved locations.
o (idb) set breakpoint pending off

Never set pending breakpoint on unresolved locations.
e (idb) show breakpoint pending

Show the behavior of the pending breakpoint support.

Normal breakpoint operations are valid for pending breakpoints. Pending breakpoints
can be enabled, disabled and deleted. A user condition can be assigned to pending
breakpoint and it will be promoted to the breakpoint when the location is resolved.

5.1.13 Hardware Watchpoints

The Intel(R) C++ Application Debugger for Linux* OS Supporting Mobil Internet Devices
now supports hardware watchpoints using dedicated target processor registers
additionally to software watchpoints.

The syntax for the hardware watchpoint support is

13
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(idb) idb hawatch <address>:<size>
(idb) idb hwatch <address>:<size>

hawatch sets a hardware watchpoint at address with specified size that gets triggered
by any access.

hwatch sets a hardware watchpoint at address with specified size that gets triggered by
write accesses only.

The optional size parameter defines the range of memory that gets watched. Only 1,2,4
are currently valid sizes.
This info also accessible via help hawatch Or help hwatch.

The debugger's watchpoint dialog also provides GUI support for this command and the
debugger's symbol selector can be used to select a variable for the hardware
watchpoint address.

Since hardware watchpints require explicit addresses, please make sure that you

specify a memory address if you add the watchpoint location in this dialog manually,
either by typing in an address or by specifying &<variable name>.

14
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6 Usage Notes

First Steps

6.1.1 Enabling the Intel Debugger Remote Server

Before you can start the debugger, you need to first start the Intel Debugger Remote Server on
the target system. The remote server, idbserver, is installed with the debugger installation on
the host system.

6.1.1.1 To enable the Intel(R) Debugger Remote Server:
1. Copy the Intel(R) Debugger Remote Server from the host system to the shared drive.
Open a shell and use the following command:

cp <install-dir>/atom/idb/2.3.xxx/bin/ia32/idbserver /mnt/shared/
Notice that the path includes the full version number including update number.
2. Start the remote server from a shell. Use the following command:

/mnt/shared/idbserver

Leave this shell open while the remote server is running.

6.1.2 Starting the Debugger

To start the remote debugger on the host enter the following command in the shell:
<install-dir>/atom/idb/2.3.xxx/bin/ia32/idb_remote

This is in addition to the idbserver debug handler that needs to be launched on the target
device.

The debugger is now running.

6.1.3 Connecting to a Remote Debugging Target

Before you can open an Embedded to debug, you must connect to the system on which it is
running, the target.

6.1.3.1 To connect to the target:
1. Getthe IP address of the target by using the ifconfig command on the target system.
Against ethO look for an inet entry, such as 10.100.15.78. Note this address to use it as
the IP address.

15
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2. Select File > Connect....
The Open Connections dialog box opens.
3. Enter the IP address of the target from step 1.

4. Enter the port number of the target. The target shell displays the port number when you

start the Intel(R) Debugger Remote Server.
5. Click OK.

The host connects to the target system. The Intel® Debugger remote server command shell on

the target indicates that it is connected.

The debugger is now ready to be used and to be attached to a debuggee process. Please refer

to the Getting Started document at /opt/intel/atom/documentation/idb/Getting _Started.html for
more details.
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Debugging Yocto Project* Applications with Intel® Debugger

6.1.4

Uy

2.

Debugging an application running on a QEMU* based virtual machine

Ensure the Application Development Toolkit (ADT) environment variables have been
exported to the development machine

/opt/poky/1l.1/environment-setup-1586-poky-1linux

Now you can launch QEMU* with the appropriate Yocto Project* OS image:

$ poky-gemu gemux86 bzImage-2.6.37-gemux86-1.0.bin yocto-image-1sb-

gemux86-1.0.rootfs.ext3

Continuing with the following parameters:

KERNEL: [bzImage-2.6.37-gemux86-1.0.bin]

ROOTFS: [yocto-image-lsb-gemux86-1.0.rootfs.ext3]
FSTYPE: [ext3]

Setting up tap interface under sudo

[sudo] password for user:

Acquiring lockfile for tapO...

Running gemu...

/opt/poky/1.1/sysroots/1686-pokysdk-linux/usr/bin/gemu -kernel bzImage-
2.6.37-gemux86-1.0.bin -net nic,vlan=0 -net

tap,vlan=0, ifname=tap0, script=no,downscript=no -hda yocto-image-1lsb-
gemux86-1.0.rootfs.ext3 -show-cursor -usb -usbdevice wacom-tablet -vga
vmware —-enable-gl -no-reboot —--append "vga=0 root=/dev/hda mem=128M
ip=192.168.7.2::192.168.7.1:255.255.255.0 oprofile.timer=1 "

Please note which IP address is assigned to your virtual machine. In this example it is
highlighted as 192.168.7. The actual IP address of your virtual machine is needed for
remote debugging.
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Note:

When using an OS image it is recommended to have ssh enabled. This allwows to copy files
easily to and from the target, and start the remote debug agent.

4. Copy the remote debug agent to the target:

$ scp /opt/intel/atom/idb/2.3.xxx/bin/ia32/idbserver
root@192.168.7.2:/home/root/

5. In the console window you are building your applications and starting the debugger from
you need to source ADT as well:

$ . /opt/poky/l.l/environment-setup-i586-poky-linux
6. Launch the debugger.
$ /opt/intel/atom/idb/2.3.xxx/bin/ia32/idb_remote &

7. After launching the debugger you can then start the remote debug agent, idbserver, on
the target (e.g via ssh).

8. Connect to it from the debugger using the connect button and the IP address provided at
QEMU launch time. The TCP/IP port defaults to 2000.

6.1.5 Debugging an application running on a physical device

1. Ensure the Application Development Toolkit (ADT) environment variables have been
exported to the development machine

$ . /opt/poky/l.1l/environment-setup-i586-poky-linux

2. Please note which IP address is assigned to your device in the network.
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Note:

When using an OS image it is recommended to have ssh enabled. This allwows to copy files
easily to and from the target, and start the remote debug agent.

3. Copy the remote debug agent to the target:

$ scp /opt/intel/atom/idb/2.3.xxx/bin/ia32/idbserver
root@192.168.7.2:/home/root/

4. In the console window you are building your applications and starting the debugger from
you need to source ADT as well:

$ . /opt/poky/l.l/environment-setup-i586-poky-linux
5. Launch the debugger.
$ /opt/intel/atom/idb/2.3.xxx/bin/ia32/idb_remote &

6. After launching the debugger you can then start the remote debug agent, idbserver, on
the target (e.g via ssh).

7. Connect to it from the debugger using the connect button and the IP address of your
target device. The TCP/IP port defaults to 2000.

Debugging MeeGo* Applications with Intel® Debugger

6.1.6 Setup of Debugger Target Environment

Please be aware of the necessity to have the Intel® Debugger Remote Server for IA32 Linux*
present on your MeeGo* based target installation. It can be found in the

<install-dir>/atom/idb/2.3.xxx/bin/ia32

directory. where the default installation directory is /opt/intel. To use this remote server
simply copy the binary idbserver onto your target system via sftp and launch it on your target
environment. You will need to ensure that the ssh demon has been installed and started on the
MeeGo* platform first:
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S zypper install openssh-server
$ chkconfig --add sshd
$ /etc/init.d/sshd start

If you are connecting to a QEMU based virtual machine that has been launched from Qt Creator
and the MeeGo* SDK, the command to establish and sftp connection for debug server
download is

$ sftp -P 6666 meego@127.0.0.1

If your target is a physical device you can use the standard ssh ports without specifying the —P
option using the actual IP address of your target device.

To launch the idbserver Debugger Remote Server you would establish an ssh connection.
QEMU target:

$ ssh meego@127.0.0.1 -p 6666

Physical target:

$ ssh <device ip address>

Once the ssh connection is established you can then launch the idbserver via the command

$ ./idbserver &

The server will listen to debugger communication requests on port 2000

meego@ [meego-tablet-sdk]::~$ Intel (R) Debugger Remote Server for IA32
Linux*, Build 76.xxx.X

Copyright (C) 2006-2010 Intel Corporation. All rights reserved.
Waiting for connection with "tcpip:2000"...

You may want to ensure that the Debugger Remote Server runs in the same type of user space
as you intend for the application to run in, whether it is with standard user rights or with super
user (root) rights.

1st Note on QEMU Usage: To be able to set up communication between the application
launched inside a QEMU and the Remote Debug Server using TCP/IP port 2000, you need to
modify the information file for the QEMU image you want to debug. In the information file you
will add port forwarding to the Remote Debug Server (idbserver). If, for example, the image you
would like to enable is “meego-tablet-ia32-gemu--sda-runtime” you would change to the

/usr/lib/madde/linux-1686/runtimes/meego-handset-ia32-gemu--sda-
runtime/ directory and edit the information file adding the part in red below:
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gemu_args='-name MeeGo -m 1024 -boot ¢ -hda meego-handset-ia32-gemu-
1.1.20101031.2201-sda.raw —-enable-kvm -vga std -enable-gl -device
virtio-gl-pci -skin /opt/meego/gemu-
gl/share/gemugl/meego/skin/handset/skin.xml -usbdevice tablet -soundhw
ac97 -net nic -net user,hostfwd=tcp:127.0.0.1:6666-
:22,hostfwd=tcp:127.0.0.1:13219-:13219,hostfwd=tcp:127.0.0.1:14168~
:14168, hostfwd=tcp:127.0.0.1:2000-:2000"'

2nd Note on QEMU Usage: If your application does not launch correctly and does not get
downloaded to the target platform this could be due to strict SSH key checking enabled. The
easiest way to get around this is to edit the global SSH configuration file
(/etc/ssh/ssh_config) or the user specific SSH configuration file (~/.ssh/config) on
your target device. This will help avoid access denial due to key checking.

Add the following lines to the beginning of the SSH configuration file.
Host 172.0.0.1

StrictHostKeyChecking no
UserKnownHostsFile=/dev/null

6.1.7 Configure Device in Qt Creator

Before you can launch an application that has just been built in QtCreator* and have it deployed
and run on your MeeGo* target you will first need to define a MeeGo* Device Configuration for
your Qt Creator project. In QtCreator select the Tools>Options pull-down menu. There pick
Projects from the menu bar on the left. Select the MeeGo* Device Configurations tab.

For a QEMU virtual machine based target the setting should be similar to the ones shown
below:

Projects
B Environment General CMake Maemo Device Configurations MeeGo Device Configurations
Eait Configuration: MeeGo emulator Aad

[ f’ FakeVim Remaove

\ Locator Name MeeGo emulator Test
@ Help Device type Remote device - MeeGo emulator Generate SSH Key
{}cs++ Authentication type: - Password Key
./ Deploy Public Key

1| Projects Host name localhost
[0 ora Ports SSH: 6666 Gdb server: 13219
@ Debugger Connection timeout: 30s
/ Designer Jsemame root
’ 41 Version Contro Password: = v

Apply Cancel oK
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For a physical target you may choose the settings that best fit your host-target connection.

6.1.8 Launch the application from Qt Creator

In Qt Creator select the run button -

6.1.9 Launching the Debugger

Ensure the environment variables for the Intel® Debugger are configured correctly. This can be
done by running <Composer installdir>/bin/compilervars.sh ia32 or
<IDB installdir>/bin/idbvars.sh ia32.

The default for <Composer installdir> is /opt/intel/composerxe/ and for
<IDB installdir> the defaultis /opt/intel/atom/idb/2.3.xxx /.

Change to the <IDB installdir>/bin/ia32/ directory and enter
$ ./idb_remote

6.1.10 Loading and Attaching Debugger to Application

There are two alternative ways of launching a debug session for your application running on a
virtual or physical MeeGo* device.

Attach to Target Application

In the Debugger GUI select the Connect button ® . After the connection to the target is
established using parameters similar to the ones shown below

() Connect =)
TCP/IP
Hostname / IP Address: [12?.0.0.1 ‘ v
Port Number: |
@ | Cancel | | 0K ‘

You can then select the running target process using the Attach to Process o button.
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(3]

Attach To Process

Executable File: [

Command/PID Filter: [869

©)

Command PID Description

gconfd-2 723 fusr/libexec/gconfd-2

gconfd-2 734 sshd: meego@pts/0

mcompositor 417 fusr/bin/mcompositor

mdecorator 422 fusr/bin/mdecorator -remote-theme
meego-im-uiserver 423 fusr/bin/fmeego-im-uiserver -remote-theme
meegofeedbackd 424 fusr/bin/meegofeedbackd
MeeGoTouch 869 fusr/local/bin/MeeGoTouch
MeeGoTouch (deleted) 716 fusrflocal/bin/MeeGoTouch
messageserver 429 fusr/bin/messageserver

YTt ol AT Ieribhinimacunen]

[ Refresh H

Cancel

J| OK

The path to the executable binary on the host should be filled in and found automatically. If this

is not the case you can navigate to it using the Browse button.
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Launch Application from Debugger

Alternatively you can also download an application that was built inside or outside of Qt Creator
by using the Load button

LOAD
[_m]}

in the debugger GUI and uploading the executable to the connected virtual or physical target
using the dialog depicted below:

|G Open Executable [3)

Executable File:

[,fhome,froboimameeGoTouch-buiId-meego,fMeeGoTouch - [ Browse... l

|Upload|
Remote Executable File:

l

Arguments | Environment | Source Directories

Arguments: [

Working Directory: [fhomejroboiman eeGoTouch v Browse...

@ Cancel l [ 0K

Finally after the application is downloaded or you attached to a running application on your
target device (whether virtual or physical) you are able to take advantage of the debugger's rich
feature set and you can start debugging your application.

24

Intel® Application Debugger 2.3 for Intel® Atom™ Processor Installation Guide and Release Notes




7 Issues and Limitations

Known Issues and Limitations

7.1.1 Online Help for Intel® Debugger has not been updated for this release

The context sensitive help available from within the Intel® Debugger graphical user interface
reflects the status prior to the Intel® Embedded Software Development Tool Suite 2.3 release.
Please consult these release notes and the Getting Started Guide for the latest up-to-date
information.

7.1.2 Application Upload to Target from within Debugger

It currently is only possible to upload an application to the MeeGo* target from within the
debugger once per debug session. For re-uploading the debuggee application from within the
same debugger instance, first disconnect the debugger from the remote debug server idbserver
and then kill and restart idbserver. Afterwards you can reconnect and upload the application
again.

7.1.3 Signals Dialog Not Working

The Signals dialog accessible via the GUI dialog Debug / Signal Handling or the shortcut Ctrl+S
is not working correctly. Please refer to the Intel® Debugger (IDB) Manual for use of the signals
command line commands instead.

7.1.4 Resizing GUI
If the debugger GUI window is reduced in size, some windows may fully disappear. Enlarge the
window and the hidden windows will appear again.

7.1.5 Problems Communicating with Remote Debug Server launched inside QEMU

If you encounter problems communicating with the Remote Debug Server launched inside a
QEMU you may need to modify information file for the QEMU image you want to debug. In the
information file you will add port forwarding to the Remote Debug Server (idbserver).

If, for example, the image you would like to enable is “meego-tablet-ia32-gemu-<version>-
sda-runtime” you would change to the
/usr/lib/madde/linux-i686/runtimes/meego-handset-ia32-gemu-<version>-sda-runtime/ directory
and edit the information file adding the part in red below:

gemu_args="-name MeeGo -m 1024 -boot c -hda meego-handset-ia32-gemu-
1.1.20101031.2201-sda.raw -enable-kvm -vga std -enable-gl -device virtio-gl-pci -skin
/opt/meego/qemu-gl/share/qemugl/meego/skin/handset/skin.xml -usbdevice tablet -soundhw
ac97 -net nic -net user,hostfwd=tcp:127.0.0.1:6666-:22,hostfwd=tcp:127.0.0.1:13219-
:13219,hostfwd=tcp:127.0.0.1:14168-:14168,hostfwd=tcp:127.0.0.1:2000-:2000'
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7.1.5 $cdir, $cwd Directories
$cdir is the compilation directory (if recorded).This is supported in that the directory is set; but
$cdir is not itself supported as a symbol.

$cwd is the current working directory. Neither the semantics nor the symbol are supported.

The difference between $cwd and '." is that $cwd tracks the current working directory as it
changes during a debug session. '." is immediately expanded to the current directory at the time
an entry to the source path is added.

7.1.6 info stack Usage
The GDB mode debugger command info stack does not currently support negative frame
counts in the optional syntax below:

$ info stack [num]

A positive frame count num will print the innermost num frames. A negative or zero count will
print no frames rather than the outermost num frames.

7.1.7 $stepgO Default Value Changed

The debugger variable $stepg0 changed default to a value of 0. With the value "0" the
debugger will step over code without debug information if you do a "step" command. Set the
debugger variable to 1 to be compatible with previous debugger versions as follows:

(idb) set $stepg0 = 1

7.1.8 Thread Syncpoint Creation in GUI

While for plain code and data breakpoints the field Location is mandatory, thread syncpoints
require both Location and Thread Filter to be specified. The latter specifies the threads to
synchronize. Please note that for the other breakpoint types this field restricts the breakpoints
created to the threads listed.

7.1.9 Data Breakpoint Dialog

The fields Within Function and Length are not used. The location to watch provides the
watched length implicitly (the type of the effective expression is used). Also Read access is not
working.

7.1.10 Stack Alignment for IA-32 Architecture

Due to changes in the default stack alignment for the 1A-32 architecture, the usage of inferior
calls (i.e. evaluation of expressions that cause execution of debuggee code) might fail. This can
cause as well crashes of the debuggee and therefore a restart of the debug session. If you need
to use this feature, make sure to compile your code with 4 byte stack alignment by proper usage
of the --falign-stack=<mode> option.

7.1.11 GNOME Environment Issues
With GNOME 2.28, debugger menu icons may not being displayed by default. To get the menu
26

Intel® Application Debugger 2.3 for Intel® Atom™ Processor Installation Guide and Release Notes




icons back, you need to go to the System->Preferences->Appearance, Interface tab and
enable, "Show icons in menus". If there is not Interface tab available, you can change this
with the corresponding GConf keys in console as follows:

(idb) gconftool-2 --type boolean —set /desktop/gnome/interface/buttons_have_icons true
(idb) gconftool-2 --type boolean —set /desktop/gnome/interface/menus_have_icons true

8 Attributions
This product includes software developed at:

The Apache Software Foundation (http://www.apache.org/).

Portions of this software were originally based on the following:

- software copyright (c) 1999, IBM Corporation., http://www.ibm.com.

- software copyright (c) 1999, Sun Microsystems., http://www.sun.com.

- the W3C consortium (http://www.w3c.org) ,

- the SAX project (http://www.saxproject.org)

- voluntary contributions made by Paul Eng on behalf of the

Apache Software Foundation that were originally developed at iClick, Inc.,
software copyright (c) 1999.

This product includes updcrc macro,
Satchell Evaluations and Chuck Forsberg.

Copyright (C) 1986 Stephen Satchell.

This product includes software developed by the MX4J project
(http://mx4j.sourceforge.net).

This product includes ICU 1.8.1 and later.
Copyright (c) 1995-2006 International Business Machines Corporation and others.

Portions copyright (c) 1997-2008 Cypress Semiconductor Corporation.
All rights reserved.

This product includes XORP.
Copyright (c) 2001-2004 International Computer Science Institute

This product includes software from the book
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"Linux Device Drivers" by Alessandro Rubini and Jonathan Corbet,
published by O'Reilly & Associates.

This product includes hashtab.c.
Bob Jenkins, 1996.
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