
Simple C# Application with Intel Software Guard Extension 

 

Enclaves must be 100 percent native code and the enclave bridge functions must be 

100 percent native code with C (and not C++) linkages, it is possible, indirectly, to 

make an ECALL into an enclave from .NET and to make an OCALL from an 

enclave into a .NET object.  

 

Mixing Managed Code and Native Code with C++/CLI 

Microsoft Visual Studio* 2005 and later offers three options for calling unmanaged 

code from managed code: 

 Platform Invocation Services, commonly referred to by developers as 

P/Invoke: 

o P/Invoke is good for calling simple C functions in a DLL, which 

makes it a reasonable choice for interfacing with enclaves, but writing 

P/Invoke wrappers and marshaling data can be difficult and error-

prone. 

 COM: 

o COM is more flexible than P/Invoke, but it is also more complicated; 

that additional complexity is unnecessary for interfacing with the C 

bridge functions required by enclaves 

 C++/CLI: 

o C++/CLI offers significant convenience by allowing the developer to 

mix managed and unmanaged code in the same module, creating a 

mixed-mode assembly which can in turn be linked to modules 

comprised entirely of either managed or native code.  

o Data marshaling in C++/CLI is also fairly easy: for simple data types 

it is done automatically through direct assignment, and helper 

methods are provided for more complex types such as arrays and 

strings.  

o Data marshaling is, in fact, so painless in C++/CLI that developers 

often refer to the programming model as IJW (an acronym for “it just 

works”). 

o The trade-off for this convenience is that there can be a small 

performance penalty due to the extra layer of functions, and it does 

require that you produce an additional DLL when interfacing with 

Intel SGX enclaves. 



 
Figure 1 Components of an Intel® Software Guard Extensions application written 

in C# and C++/CLI. 

 

Figure 1 illustrates the component makeup of a C# application when using the 

C++/CLI model. The managed application consists of, at minimum, a C# 

executable, a C++/CLI DLL, the native enclave bridge DLL, and the enclave DLL 

itself. 

 

The Sample Application 

The sample application provides one functions that execute inside of an enclave:  

To build the application you will need the Intel SGX SDK. This sample was 

created using the 1.6 Intel SGX SDK and built with Microsoft Visual Studio 2013. 

It targets the .NET framework 4.5.1. 

 

 
 

https://software.intel.com/en-us/sgx-sdk


Overall Structure 

The application is made up of the following components, three of which we’ll 

examine in detail: 

 C# Application. A Windows Forms*-based application that implements the 

user interface. 

 EnclaveLink.dll. A mixed-mode DLL responsible for marshaling data 

between .NET and native code. This assembly contains two classes: 

EnclaveLinkManaged and EnclaveLinkNative. 

 EnclaveWrapper.dll. A native DLL containing the enclave bridge 

functions. These are pure C functions. 

 Enclave.dll (Enclave.signed.dll). The Intel SGX enclave. 

 

There is also a fifth component, sgx_support_detect.dll, which is responsible for 

the runtime check of Intel SGX capability. It ensures that the application exits 

gracefully when run on a system that does not support Intel SGX.  

We won’t be discussing this component here, but for more information on how it 

works and why it’s necessary, see the article Properly Detecting Intel® Software 

Guard Extensions in Your Applications. 

 

The C# Application 

The main executable is written in C#. It requires a reference to the EnclaveLink 

DLL in order to execute the C/C++ methods that eventually call into the enclave. 

On startup, the application calls static methods to prepare the application for the 

enclave, and then closes it on exit: 

 

 

https://software.intel.com/en-us/articles/properly-detecting-intel-software-guard-extensions-in-your-applications
https://software.intel.com/en-us/articles/properly-detecting-intel-software-guard-extensions-in-your-applications


 
 

The EnclaveLink DLL 

The primary purpose of the EnclaveLink DLL is to marshal data between .NET 

and unmanaged code. It is a mixed-mode assembly that contains two objects: 

 

 EnclaveLinkManaged, a managed class that is visible to the C# layer 

o It contains all of the data marshaling functions, and its methods have 

variables in both managed and unmanaged memory. It ensures that 

only unmanaged pointers and data get passed to EnclaveLinkNative. 

Each instance of EnclaveLinkManaged contains an instance of 

EnclaveLinkNative, and the methods in EnclaveLinkManaged are 

essentially wrappers around the methods in the native class. 

 

 EnclaveLinkNative, a native C++ class 

o EnclaveLinkNative is responsible for interfacing with the enclave 

bridge functions in the EnclaveBridge DLL. It also is responsible for 

initializing the global enclave variables and handling the locking. 

 

 

 

 

 



EnclaveLinkManaged.h Code 

 

 
 

EnclaveLinkManaged.cpp Code 

 

 
 

EnclaveLinkNative.h Code 

 

 



EnclaveLinkNative.cpp Code 

 

 

 
 

 



EnclaveLink.h Code: 

 
 

The EnclaveWrapper DLL 

As the name suggests, this DLL holds the enclave bridge functions. This is a 100 

percent native assembly with C linkages, and the methods from EnclaveLinkNative 

call into these functions. Essentially, they marshal data and wrap the calls in the 

mixed mode assembly to and from the enclave. We need to import our enclave.edl 

file to this project. 

 

EnclaveWrapper.h Code 

 

 
 

EnclaveWrapper.cpp Code 

 

 
 

The OCALL and the Callback Sequence 

The most complicated piece of the sample application is the callback sequence 

used by the operation. The OCALL must propagate from the enclave all the way 

up the application to the C# layer. The task is to pass a reference to a managed 



class instance method (a delegate) down to the enclave so that it can be invoked via 

the OCALL. The challenge is to do that within the following restrictions: 

 

1. The enclave is in its own DLL, which cannot depend on other DLLs. 

2. The enclave only supports a limited set of data types. 

3. The enclave can only link against 100 percent native functions with C 

linkages. 

4. There cannot be any circular DLL dependencies. 

5. The methodology must be thread-safe. 

6. The user must be able to cancel the operation. 

 

Enclave File: 

Inside the enclave, the callback parameter literally just gets passed through and out 

the OCALL. The definition in the EDL file looks like this: 

 

 
 

 
 

Summary 

Mixing Intel SGX with managed code is not difficult, but it can involve a number 

of intermediate steps. The sample C# application presented in this article 

represents simple case. 

 


