
As IT organizations face increasing pressure 
to reduce capital and operating expenses, many turn to 
virtualized usage models and consolidation of legacy servers 
onto fewer physical hosts using virtual machines (VMs). 
Virtualization on x86 servers has played an important role in 
enterprise computing for nearly a decade, helping companies 
derive more value from their infrastructures and achieve 
greater agility. By virtualizing their data centers, businesses 
can achieve increased system utilization, high availability, 
and greater agility.

While many of today’s virtualized data centers rely on 
proprietary solutions, IT organizations are increasingly 
turning to solutions based on open source to power 
their operations. These open, standards-based solutions 
help businesses to achieve their traditional virtualization 
goals—improved utilization, high availability, and greater 
agility—while also delivering vendor-neutral freedom and 
flexibility to future-proof their investments, as well as gain 
considerable cost savings.
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Igniting Sparks of Innovation

As a member of the open-source community, Intel’s 
contributions to open virtualization and cloud projects 
such as KVM, Xen, and openstack help deliver top-notch, 
affordable solutions to meet the most demanding data 
center needs.

for all virtualization environments, Intel targets 
world-record performance, scalability, security, and 

power efficiency, a commitment that extends 
to both hardware engineering and software 
industry involvement.

Increasing Infrastructure Value

open virtualization solutions enable 
businesses to improve utilization, increase 
availability, and achieve greater agility—with 
greater flexibility—all at lower costs.

•   Increased system utilization. Server 
consolidation and live-migration-based 
load balancing take advantage of server 
performance headroom.

•   High availability. Automated migration 
of running VMs away from host failures 
reduces unplanned downtime and 
provides for efficient disaster recovery.

•   Enhanced agility. VMs can be provisioned 
on demand, compared to requiring weeks 
for a physical server, accelerating IT 
responsiveness to changing business needs.

open virtualization solutions
ADVANCING THE DEVELOPMENT OF

To fuel innovation in open, standards-based virtualization 
solutions and help businesses realize the benefits of 
the cloud at lower cost, Intel strives to ensure that all 
virtualization environments powered by Intel® architecture 
deliver exceptional performance, scalability, security, 
and power efficiency. This commitment extends through 
hardware engineering to software industry involvement.

In engaging with the open-source virtualization and cloud 
computing ecosystems, Intel works both upstream and 
downstream. Intel’s upstream contributions include code, 
capital, and expertise to open-source projects such as 
linux*, KVM, Xen*, and openstack*. Its downstream efforts 
include collaboration with industry-leading partners such 
as Canonical, Citrix, Red Hat, SUSE, and others. Both help 
businesses deploy open virtualization and cloud solutions to 
meet their most demanding data center needs. 

In addition, Intel fosters open standards through open-
source consortia such as the open Data center Alliance 
and the open Virtualization Alliance, furthers technology 
innovation through academic research, and delivers a wealth 
of expertise, tools, and resources to help ensure a fast path 
to a virtualized data center, and, ultimately, the cloud.
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As a long-standing member of the open-source virtualization community, Intel is active in development and enablement 
for both the KVM and Xen hypervisors. Through upstream code contributions, Intel helps ensure that its latest 
technology advances in the areas of performance, security, and power efficiency are exposed within both hypervisors. 
These contributions, in turn, have been made available by solution providers across the open-source ecosystem. As a 
result, the adoption of open virtualization solutions has accelerated, and end customers can select from a breadth of 
robust, open solutions to virtualize their data centers and build public and private clouds.

Xen: A Broadly Deployed Foundation  
for the Virtualized Data Center

Begun as a research project at the university of 
cambridge, Xen was released to the public in 2003 
through the company Xensource. continuing to support 
the Xen open-source project, its free distribution, and paid 
enterprise versions, citrix acquired Xensource in 2007. 

Xen, a Type 1 or bare-metal hypervisor, runs directly 
on the physical host server, controlling its hardware 
resources directly and managing them for guest oss. 
Intel’s ongoing participation in the Xen project has 
provided code contributions and engineering support  
for all virtualization-oriented hardware features in  
Intel® platforms.

As one of the founding members of the Xen project 
and a primary contributor beginning with the project’s 
initial release in 2003, Intel’s consistent, long-standing 
commitment to Xen is well established.

KVM: The Linux  
Kernel-Resident Hypervisor

linux has been a robust operating system choice of 
enterprises for over 10 years, addressing the needs of 
even the most demanding, mission-critical workloads. 
for over two decades, Intel has helped enhance the 
performance, scalability, security, and power-efficiency 
of the linux kernel; today, we are one of the leading 
contributors.

The kernel-based virtual machine (KVM) hypervisor, 
characterized as a Type 2 hypervisor, runs within the 
linux kernel, which in turn, runs directly on the host 
server. KVM has been built into the linux kernel since 
linux 2.6.20, released in 2007. As such, KVM directly 
inherits all the performance, scalability, and security  
of the kernel itself, with support for both Microsoft 
Windows* and linux workloads. 

Intel® Xeon® processor-based platforms give customers 
the means to take advantage of these advances, as 
Intel continues to contribute code that supports new 
hardware-based technologies in the KVM hypervisor.

A Look AT

open virtualization
hypervisors

Xen Enhancements for Amazon Web Services

Citrix is providing engineering support to optimize 
Xen technologies and Windows applications running 
on Amazon Web Services (AWS). This effort will 
enhance interoperability and performance for Windows 
workloads on AWS, helping support enterprise-class 
deployments. The ongoing collaboration between 
Citrix and Amazon will also streamline the migration of 
Windows workloads from the data center to the Amazon 
Elastic Compute Cloud (EC2).

In addition to fostering scalable, elastic, pay-as-you-go 
computing models, this joint work will help support 
advanced cloud usage models for the enterprise, such 
as disaster recovery and software as a service, while 
meeting requirements for next generation security and 
regulatory compliance.

KVM Powers Google Infrastructure- 
as-a-Service (IaaS) Offering

Google Compute Engine (GCE) is a massively scalable 
IaaS environment that will allow customers to run 
applications across as many as hundreds of thousands 
of processor cores. Using KVM, Linux-based VMs based 
on Ubuntu* 12.04 or CentOS* 6.2 will be able to run 
on GCE, and the environment will also provide storage, 
networking, and management capabilities to enhance 
the overall value of the environment for enterprise 
workloads.

The GCE offering will allow customers to add cores 
as needed while the application is running. It targets 
implementations of 100 or more VMs, is designed 
explicitly to integrate with other Google services such 
as Google App Engine, and is best suited for workloads 
that are more processor-intensive than I/O-intensive. 
For more information, see the Computerworld article, 
“Google launches IaaS Compute Engine.”1
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A Suite of Technologies  
to Accelerate Virtualization
Intel’s virtualization-related work in the open-source 
ecosystem, including the linux kernel, KVM, and Xen 
projects, has provided software support for hardware-
based platform features that accelerate virtualization. 
These features, many of which are collectively known as 
Intel VT, help increase performance by reducing software-
based translation overhead between guest oss and 
hardware, and also deliver complementary capabilities for 
energy efficiency and security.

The central capability of Intel VT is to extend the scope of 
the privilege levels the processor platform makes available 
to various types of software. The conventional (non-
virtualized) model includes four privilege levels, numbered 
ring 0 through ring 3, with 0 being the highest level of 
access to the hardware (granted to the os) and 3 being 
the lowest level (granted to application software).

Virtualized environments strain the capabilities of that 
schema, because the hypervisor and multiple guest oss 
(as well as a host os, in the case of a Type 2 hypervisor) 
must all operate at ring 0. compute-intensive, software-
based translations are required to avoid conflicts over 
resources. Intel VT adds another privilege level to the 
processor hardware for the hypervisor, allowing the 
guest oss to operate natively at ring 0, without the 

performance penalties associated with software-based 
translation. Intel VT also improves the logical separation 
between VMs, helping enhance security.

Extended Page Tables (EPT)
Guest oss do not have direct access to physical memory 
locations on the host; instead they use virtual memory 
locations, which the hypervisor maps to the underlying 
physical memory locations using page tables. Because 
maintaining separate page tables for each VM can be 
resource-intensive, Intel VT provides epT to accelerate this 
memory virtualization process. Intel has contributed code 
to both Xen and KVM to support epT and collaborated with 
major Linux providers such as Oracle, Red Hat, and SUSE to 
tune epT support for optimal performance. 

Intel® Virtualization Technology FlexMigration 
(Intel® VT FlexMigration)
While live VM migration within virtualized compute pools 
enables capabilities such as load balancing and automated 
failover, Intel VT flexMigration enables that migration 
among heterogeneous server platforms, even those with 
different instruction set architectures. Because most 
environments are made up of multiple generations of 
server hardware, this feature is necessary to enable the 
full spectrum of virtualized usage models, while protecting 
end customers’ existing investments in server hardware.

Intel® VT for Directed I/O (Intel® VT-d)
To let the hypervisor assign specific I/O resources to 
specific VM, Intel VT-d works at the chipset level to give 
the virtualization software control over how I/O devices 
process direct memory access (DMA) remapping. This 
capability allows unmodified guest OSs to have direct, 
exclusive access to I/O resources, without requiring 
the hypervisor to emulate device drivers. Intel has 
conformed Intel VT-d to pcI-sIG standards, helping ensure 
compatibility with the broader ecosystem, including open-
source solution stacks.

Intel® VT for Connectivity (Intel® VT-c)
To avoid performance bottlenecks, Intel VT-c intelligently 
offloads I/O processing from the processor to the network 
hardware, freeing processor resources for other work and 
increasing performance for virtualized workloads. Intel 
VT-c provides for hardware-assisted sharing with Virtual 
Machine Device Queues (VMDq), which uses a software-
based network path through the hypervisor that is fully 
compatible with management technologies built into the 
virtualization software. Single-Root I/O Virtualization 
(SR-IOV), another technology included in Intel VT-c, is a 
standards-based technology for full hardware offload of I/O 
traffic management. While SR-IOV does not allow certain 
valuable management capabilities by the virtualization 
software, its full hardware offload of I/O traffic 
management allows virtualization that would otherwise 
not be possible from workloads that require particularly 
low latency and high throughput.

Intel helps build the open-source virtualization ecosystem by bringing advanced technologies into industry-
standard platforms and enabling features at both the cpu and platform levels in all major open-source oss  
and hypervisors, including Xen and KVM. These advancements include both virtualization-specific technologies, 
such as Intel® Virtualization Technology (Intel® VT), as well as those that, while not virtualization-specific,  
offer distinct benefits in virtualized environments, such as Intel® Intelligent Power Node Manager and  
Intel® Trusted Execution Technology (Intel® TXT).

intel® technologies
A focus on
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Increasing Efficiency in the Virtualized Data Center
IT efficiency is critical in any data center—virtualized environments included. To optimize 
and manage power and cooling resources, Intel Intelligent Power Node Manager enhances 
reporting and end-customer control related to server energy consumption. It reports on 
power usage at the system level as well as at the processor and memory subsystem levels 
and gives IT organizations granular control over power limits using network policies. These 
capabilities can be instrumental in helping end customers drive up energy efficiency to 
reduce operating costs.

Delivering Peace of Mind in Virtualized Environments
security is one of IT managers’ top concerns. Intel is addressing this concern through 
platform technologies such as Intel® Trusted Execution Technology (Intel® TXT) and 
remote attestation, as well as native hardware features, such as Intel® Advanced 
Encryption Standard New Instructions (Intel® AES-NI). By comparing critical elements of 
a server’s current launch environment to a pre-established baseline, Intel TXT can identify 
whether any unauthorized changes have been made to the system, such as by intruders 
or malware. If the comparison verifies that the launch platform is intact, Intel TXT attests 
that it is a trusted environment, issuing credentials that an application must have in order 
to launch. end users can use that capability to enhance the security of complex virtualized 
environments, including public and private clouds.

remote attestation provides the means for local or remote users and systems to share 
measured launch environment credentials, so that platform trustworthiness can be reported 
across the environment. 

Intel Aes-nI offers support for hardware acceleration of encryption, which helps enhance 
security while avoiding the corresponding performance compromises.

Because hypervisors must support these features, Intel is deeply involved in making 
contributions and otherwise building support for them into open-source projects such as 
KVM and Xen.

Intel also works with members of the ecosystem to make these technologies available 
through the openstack project. These open-source contributions help businesses virtualize 
their data centers and move beyond virtualization into the cloud.
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open virtualization ecosystem 
FAcILITATIng The 

RAS Features for  
Mission-Critical Virtualization 
In addition to exposing Intel’s latest hardware-based 
virtualization technologies through the linux, KVM, and 
Xen open-source projects, Intel has also worked diligently 
to ensure that mission-critical reliability, availability, and 
serviceability (rAs) features of Intel Xeon processors 
benefit virtualized environments, regardless of the choice 
of os and hypervisor. co-enablement between Intel and the  
ecosystem enables support for mission-critical, self-healing 
features that allow for continued operation in case of 
component failures. These capabilities help maintain data 
integrity and availability for mission-critical virtualization.

looking downstream, Intel helps drive open-source innovations into the commercial ecosystem by 
collaborating with leading partners. This effort helps ensure that open-source code is enterprise-ready, 
verifying interoperability of various software components on Intel® server platforms, optimizing performance 
and scalability, ensuring stability, and hardening security. This effort helps ensure that the full scope of open-
source innovation built into KVM and Xen delivers optimal benefit to end customers.

collaborate

canonical and Intel work closely together to enable high performance and 
smooth operation with each generation of the companies’ hardware and 
software building blocks as early as the silicon bring-up. This co-innovation 

extends to ubuntu cloud, an infrastructure-as-a-service platform based on openstack, for scalable, 
optimized performance on Intel architecture, as well as a reference architecture based on this solution. As a 
result, businesses have a dependable path to outstanding cost and expandability benefits with open cloud 
capabilities.

The decades-long collaboration between citrix and Intel only became stronger 
with citrix’s acquisition of Xensource, the commercial entity behind Xen. co-
innovation between the two companies continues to rapidly enable next-generation 

virtualization and the cloud, with collaboration for solutions such as cloud-on-boarding. This technology 
approach quickly and cost-effectively extends enterprise workloads to the cloud, to add new capacity and 
capabilities on demand.

The ongoing co-engineering effort by Intel and Red Hat on Red Hat Enterprise 
Virtualization builds on Intel’s contributions to KVM that enhance performance, 
scalability, stability, and security. A deep collaborative relationship between the two 

companies works at multiple levels of the stack, verifying and optimizing the operation of Red Hat Enterprise 
Linux and Red Hat Enterprise Virtualization with multiple generations of Intel processors.

for 20 years, Intel and the makers of suse linux enterprise have collaborated to ensure 
that their technology building blocks work together to deliver optimal performance, 
scalability, stability, and security. Built-in virtualization in suse linux enterprise increases 

server utilization and reduces data center footprints with commercial support for both Xen and KVM. This 
outstanding flexibility helps businesses rapidly deploy virtualization, including to the cloud, using their choice 
of technologies.

To learn more about the scope and depth of co-engineering activities between Intel and software providers, 
visit www.intel.com/opensource/ecosystem.

Intel® Xeon® processors  
extend virtualization benefits  
throughout the network

To enable a broad spectrum of software 

environments and programs to run best on 

Intel® processors and platforms, Intel starts 

with its unparalleled core competency—an 

intimate knowledge of the platform hardware. Intel Xeon 

processors extend the benefits of software virtualization 

far beyond consolidation to increase data center flexibility, 

security, productivity, and total cost of ownership. employing 

unique technologies such as Intel® Virtualization Technology 

and Intel® Trusted execution Technology, Intel architecture 

is built to overcome key challenges such as network latency, 

infrastructure security, and power inefficiencies, enabling 

companies to get the most out of their virtualization 

initiatives. What’s more, Intel Xeon processor-based servers 

provide a superior hardware platform for virtualization that 

delivers industry-leading performance and energy efficiency 

across a wide range of server configurations.
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FosTerIng
OPEN, STANDARDS-BASED INNOVATION

“

Intel participates in a number of industry alliances, 
consortia, and standards bodies, helping enhance 
standards-based interoperability within the ecosystem.

Intel acts as a technical advisor to this 
organization as it defines a roadmap of 
high-priority requirements and usage 
models for cloud computing and next-

generation data centers, with an emphasis on open, 
interoperable solutions. (www.opendatacenteralliance.org)

To help foster awareness and 
understanding about KVM as 
an enterprise-grade hypervisor, 

Intel acts as a governing member of this alliance, a 
consortium of virtualization and cloud providers. Among 
the organization’s key goals are advancing the KVM 
ecosystem, developing best practices, and helping ensure 
interoperability. (www.openvirtualizationalliance.org)

Intel sponsors and has a sitting member on 
the board of this community for developer 
collaboration on KVM and Xen virtualization 

management, which has an open governance model 
that enables vendors to reuse and productize core 
infrastructure components. (www.ovirt.org)

innovate

Extending Virtualization into the Cloud

cloud computing builds on the promise of virtualization to 

deliver a dynamic infrastructure that can scale compute and 

storage resources on demand, and Intel is helping enable 

the rapid development of cloud computing through its 

vision of federated, automated, and client-aware solutions. 

Working through collaborative, open-source projects such 

as openstack, as well as the open Data center Alliance, 

the Intel® cloud Builders program, academia, and industry 

research centers, Intel contributes time, energy, expertise, 

and financial support to further this vision and help 

businesses take advantage of this model.

A truly open solution, the openstack project fosters cloud 

standards, helping create a large ecosystem that avoids 

high costs and proprietary lock-in to help secure a healthy 

future for open cloud deployment.

Intel’s contributions to the openstack project help improve 

power efficiency and security in cloud environments 

by exposing Intel® technologies such as Intel Intelligent 

power node Manager, Intel TXT, and remote attestation. In 

addition, Intel helps ensure efficient workload distribution 

through enhancements to the openstack scheduler 

that enable it to survey the platform characteristics and 

determine the optimal server on which to start a virtual 

machine, based on a range of hardware characteristics.

To establish a model for widespread adoption, Intel was one 

of the first organizations to adopt OpenStack and adapt it 

into a private cloud deployment. We’re committed to sharing 

insights and best practices through reference architectures, 

furthering the development of cloud standards, and 

collaborating to bring businesses the benefits of cloud 

computing. Many of the contributions that advance cloud 

security, energy efficiency, and server management stem 

from making the features of Intel® architecture available 

through openstack.

To learn more about how Intel is helping further open cloud 

solutions, see Open Source Software for Building Private 

and Public Clouds, (http://software.intel.com/sites/oss/ 

pdfs/OpenStack_SolBrief_v5.pdf)

Our partnership around developing the KVM technology 

that Red Hat includes in Red Hat Enterprise Virtualization is very important. Intel commits 

engineering and testing help, they work together with us with OEM partners, and they work 

with end customers. This is another one of the core building blocks that we work together to 

help enable, which is really valuable.   
– Michael Evans, VP Business Development, Red Hat“
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As virtualization and cloud computing continue to evolve 
and permeate data center IT, open source will function as a 
driving force for innovation. for over two decades, Intel has 
made considerable contributions to open-source projects 
such as the linux kernel, KVM, Xen, and openstack. 

Augmented by collaboration with leading commercial 
vendors, these contributions enable a breadth of open 
virtualization and cloud solutions to run exceptionally well 
on Intel architecture. As a result, businesses realize the 
full advantages of virtualized and cloud environments. 
companies looking for a new frontier where they can do 
more with less are finding success every day.

future work in open-source virtualization by Intel will 
continue to feed innovation and benefit the community  
as a whole. research and development efforts have begun  
in a broad array of subjects, including the following:

•   Hybrid virtualization. Intel is engaged in continuing 
work advancing the performance of virtualized systems 
by creating more sophisticated paravirtualized drivers 
and working with the ecosystem to provide guest os 
modifications to derive their benefit for end customers.

•   Real-time virtualization. As Intel continues to work 
within the ecosystem on new virtualized usage models,  
a significant goal is to enable virtualization for embedded 
systems. That effort requires enhanced support for real- 
time oss, which are prevalent in embedded environments.

Intel is steadfast in its commitment to advancing 
open-source virtualization as a member of a global 
community of technologists, developers, researchers,  
and corporations sharing resources, technology, and ideas. 
from technology advancements to helping grow a robust, 
thriving ecosystem, Intel looks forward to advancing open 
virtualization and cloud solutions that deliver on  
the promise of open source.

To help our customers unlock the opportunities in open virtualization and cloud solutions—and improve the  
experience for developers—Intel delivers a wealth of expertise, tools, and resources. These resources span the  
software development lifecycle, from strategic roadmaps, software development tools, and reference architectures,  
to marketing and sales support. All of these resources are designed to aid optimization of solutions on Intel architecture 
and streamline businesses’ implementations of virtualization and cloud technologies.

 No matter what virtualization  solution is chosen by our customers, the Intel strategy remains the same—to help ensure their choice runs best on Intel® architecture. 
– Doug Fisher, Vice President,  Software and Services Group, and General Manager,  Systems Software Division, Intel Corporation

“
“

promise of open source

programs, tools, and resources 

deLIverIng on The

unLockIng opporTunITIes Through

learn more about what Intel is doing 
to advance open virtualization at   

www.intel.com/opensource
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Intel takes pride  
in being a long-standing  
member of the open-source  
community. We believe in open  
source development as a means to 
create rich business opportunities, 
advance promising technologies, and 
bring together top talent from diverse 
fields to solve computing challenges. 
our contributions to the community 
include reliable hardware architectures, 
professional development tools, work 
on essential open-source components, 
collaboration and co-engineering 
with leading companies, investment 
in academic research and commercial 
businesses, and helping to build a 
thriving ecosystem around open source. 

www.intel.com/opensource
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