
 

 

 

THE KVM SOLUTION: THREE GOVERNMENT 
AGENCIES ADOPT OPEN VIRTUALIZATION 

Open Virtualization Alliance (OVA) Member Company Abyres Helps Three Government Agencies in Malaysia Deploy 
Solutions Based on Kernel-based Virtual Machine (KVM) to Increase Performance and Reduce Cost of Ownership 

 

 
Government agencies often find themselves torn between the expectation that they will make innovative, 
sophisticated technology choices and the reality of often increasingly conservative budgets when considering 
new technologies for critical systems. These government entities and similarly situated organizations have found 
a solution in free and open source software (FOSS). Likewise, awareness of Kernel-based Virtual Machine (KVM), 
an open-source virtualization hypervisor, is increasing as these organizations search for cost-effective solutions 
that provide high performance and simplified management with the ability to run heterogeneous workloads.  

Open Virtualization Alliance (OVA) member company Abyres has successfully transitioned several Malaysian 
government agencies to open virtualization environments running Microsoft Windows applications powered by 
KVM. This combination has provided the agencies with a cost-effective, user-friendly platform that is easy to 
manage and maximizes utilization, reliability and availability of the high-performance virtual machines Abyres 
delivers. 

FAST FACTS  

Challenge As they sought to improve network operations, three Malaysian government agencies 
faced several issues including limited data center space, frequent hardware failures and 
server management complexity. 

Solution The agencies looked to Abyres to virtualize their operations using an open virtualization 
approach, comprised of Red Hat Enterprise Linux and Red Hat Enterprise Virtualization 
software running on Dell Blade and IBM x3650 M3 servers powered by Intel® Xeon® 
processors. 

Results These KVM-based solutions delivered increased performance and scalability, higher 
availability, and substantial cost savings, enabling the agencies to meet all of their business 
objectives at a fraction of the cost of alternative solutions. Because KVM supports 
heterogeneous environments, these agencies retain the familiarity of their Windows 
environments with all of the benefits of open-source-based solutions. 

www.openvirtualizationalliance.org 

http://en.wikipedia.org/wiki/Free_and_open_source_software
http://en.wikipedia.org/wiki/Kernel-based_Virtual_Machine
http://www.openvirtualizationalliance.org/
http://www.abyres.net/


 

 

 

State Government Improves Performance with KVM 

With plans to improve its IT operation and build a new disaster recovery center to ensure continuity of its 
business operations, a State Government agency faced several business challenges, including frequent hardware 
failure, limited data center space and server management complexity in its current environment. Limited 
resources demanded a cost-effective solution that would meet a variety of complex requirements while being 
user-friendly enough to allow IT administrators to manage it themselves.  

The agency needed a solution that would maximize space and utilize the latest hardware technology. Because 
Abyres had already successfully transitioned the agency’s email system from a proprietary to an open-source-
based solution, the government’s IT managers were interested in exploring other solutions based on open-
source technologies.  Cost savings, high performance, interoperability with Microsoft Windows, and a feature set 
that would allow the government to easily manage its own virtualization environment made the KVM 
virtualization hypervisor solution the best choice to meet the government’s data center needs.  

“When people deploy virtualization they tend to simply move one application from 

the physical server to the virtual server. This is technically virtualization, but you will 

have the same problems as before because this approach doesn’t efficiently utilize 

the virtual solution. Abyres believes that by clustering applications, we can provide 

our clients with the maximum utilization of their high-performance virtual 

machines.” 

– Syamsul Anuar Abd Nasir, Senior Technical Consultant, Abyres 
 

The solution, comprised of Red Hat Enterprise Linux 6 and Red Hat Enterprise Virtualization 2.2 software running 
on Dell Blade servers powered by Intel® Xeon® processors, delivered enterprise-class performance, scalability 
and availability at a fraction of the cost of other solutions on the market. 

While the government IT managers were excited about the new technology, the agency was concerned that 
significant training would be required to manage the new operation. Abyres quickly mitigated these concerns by 
demonstrating the solution’s user-friendly, Red Hat Enterprise Virtualization graphical user interface (UI). Abyres 
assured the agency that it would not have to compromise the familiarity of the Windows environment for a new, 
improved solution. 

Prior to moving to KVM, the agency was administering a siloed network with more than 30 physical servers each 
running a single application. In addition, the agency’s older hardware was failing—and receding into non-support 
mode—at an alarming rate. With a few rows of servers and no room to add more, data center space was an issue 
and the need for easier server management had escalated.  

Abyres successfully consolidated the agency’s more than 30 physical servers to six Dell Blade servers by creating 
a high-performance virtual network and moving the majority of its web-based applications inside a web server 
cluster. Abyres centralized the agency’s LAMP clusters, both for its database and applications. It also created a 
Windows Failover Cluster for Microsoft-based workloads inside Red Hat Enterprise Virtualization.  

http://www.redhat.com/products/enterprise-linux/
http://www.redhat.com/products/virtualization/


 

 

 

Why KVM? 

With increasing adoption in 

today’s data centers and a 

burgeoning ecosystem, it is 

clear that Kernel-based 

Virtual Machine (KVM), an 

open-source hypervisor, is 

an attractive alternative 

among forward-thinking 

businesses. KVM exploits 

the Linux kernel, inheriting 

all the performance, 

scalability, and security of 

the kernel itself, with 

support for both Windows 

and Linux workloads. 

 
• High scalability. Top 

published virtualization 
benchmarks all use 
KVM

1
. 

• Advanced security. 
Provides Mandatory 
Access Control, virtual 
machine isolation and 
Common Criteria 
certification

2
. 

• Optimum cost savings. 
Delivers up to 67% cost 
savings over other 
solutions

3
. 

 

From servers, storage and 

networking to the cloud, 

KVM offers an exceptional 

choice in enterprise-class 

virtualization solutions. 

_______________________ 

1 SpecVirt_sc2010 results as of May 2012: 
www.spec.org/virt_sc2010/results/spec
virt_sc2010_perf.html   

2 BSI Certification for Common Criteria 
certification (EAL4+) for Red Hat 
Enterprise Linux on IBM systems: 
http://investors.redhat.com/releasedeta
il.cfm?ReleaseID=671900 

3 Case study on LetterGen, an IT services 
provider in Belgium:  
www.redhat.com/resourcelibrary/case-
studies/lettergen-relies-on-red-hat 

 
 

 

Due to the optimization of the Red Hat Enterprise Virtualization platform, utilization on the 
Dell Blades is approximately 20% even while running multiple application clusters for both 
Linux and Windows.  An agreement with Microsoft to support Red Hat Enterprise 
Virtualization as a virtualization platform for Microsoft-based workloads allows the agency 
to run its Microsoft Windows environment virtually unchanged on top of KVM. As a result, 
the government IT managers gained the improved performance, flexibility and 
manageability of the new KVM-based solution without leaving the comfort of their current 
Windows environment.  

Using Red Hat Enterprise Virtualization graphical UI along with the ISPconfig open-source 
webhosting control panel to manage web applications has allowed the agency to simplify 
server administration and management. The government IT department now has 
exceptional control and visibility of operations, with the ability to optimize utilization by 
dynamically provisioning servers to meet workload demands. The agency no longer needs 
to log in to each individual server to update applications. Now, it simply logs in to a single 
dashboard through an easy-to-use browser that enables IT managers and system 
administrators to update applications, edit the database, upload files and perform a variety 
of other maintenance tasks.  

Blood Bank Ensures Availability of Its Critical Blood Bank Operation with KVM 

When a Malaysian Blood Bank heard about the state government’s successful transition to 
a KVM-based open virtualization environment, the organization approached Abyres to help 
it improve the continual availability of its critical blood bank operation. The blood bank’s 
24/7 operations made continual reliability and accessibility imperative, particularly in 
response to emergencies, but there was not enough space to house additional servers in 
its data center and its IT budget was tight.    

The agency wanted to improve the reliability of its predominately Windows environment, 
but its IT managers did not want to learn an entirely new system. In response, Abyres 
recommended deploying a virtual environment comprised of Red Hat Enterprise 
Virtualization 2.2 software running on three IBM x3650 M3 servers powered by Intel® 
Xeon® processors. This combination created a highly available platform to run the blood 
bank application based on Microsoft Windows and Active Server Pages (ASP), which 
allowed the IT managers to retain the Windows environment they were comfortable with. 
In addition, the Red Hat Enterprise Virtualization graphical UI empowered the organization 
to manage multiple other applications including the back office, portal and Intranet. 
Abyres was also able to reduce the agency’s carbon footprint by using fewer servers, taking 
up less space and consuming less energy.  

The Department of Wildlife and National Parks Boosts Performance with KVM 

When the Department of Wildlife and National Parks, Peninsular Malaysia, commonly 
known as PERHILITAN, began experiencing frequent availability issues with its current 
proprietary email server, the agency contacted Abyres. It had recently renewed its 
proprietary email server license and support, but the email system, which was running on 
old hardware, was unstable.   

http://www.spec.org/virt_sc2010/results/specvirt_sc2010_perf.html
http://www.spec.org/virt_sc2010/results/specvirt_sc2010_perf.html
http://investors.redhat.com/releasedetail.cfm?ReleaseID=671900
http://investors.redhat.com/releasedetail.cfm?ReleaseID=671900
http://www.redhat.com/resourcelibrary/case-studies/lettergen-relies-on-red-hat
http://www.redhat.com/resourcelibrary/case-studies/lettergen-relies-on-red-hat
http://www.ispconfig.org/


 

 

 

About Abyres 

Abyres is a Malaysia-owned, free and open source software (FOSS) provider that specializes in delivering solid open-source 

solutions in the areas of cloud computing, enterprise-class collaboration, network security, backup management and 

enterprise database. Abyres is a member of the Open Virtualization Alliance (OVA) and has successfully migrated many 

Malaysian Public Sector agencies to FOSS and Kernel-based Virtual Machine (KVM) solutions to increase the reliability and 

availability of their infrastructures.  

About the Open Virtualization Alliance 

An industry consortium with over 250 member companies, the OVA fosters market awareness and adoption of open 

virtualization, and KVM, to deliver choice in enterprise-class virtualization solutions. Join the alliance and share your own 

story. For more information about the OVA or to join, please visit www.openvirtualizationalliance.org. 

 

Initially, PERHILITAN did not intend to virtualize its current network, but Abyres recommended that the 
organization deploy a KVM-based solution using Red Hat Enterprise Virtualization 3.0 software running on three 
highly efficient IBM x3650 M3 2U dual-socket servers powered by Intel® Xeon® processors to ensure that its 
email system would always be up and running. 

In order to utilize the agency’s current email server and expand email storage, Abyres mounted the mailbox 
directly from the email server in a Virtual Machine (VM) environment using disk pass-through capabilities. As a 
result, PERHILITAN realized a significant cost savings by maintaining its current email server license, while 
simultaneously boosting the performance and availability of its email program.  

“KVM and OVA are long overdue. Open source has always been at the forefront of 

innovation in enterprise IT, especially in the cloud computing and virtualization 

areas. By joining forces with OVA, Abyres hopes to reach out to customers with the 

message that KVM is enterprise-ready and widely supported in the industry.” 

 

– Mohamad Jamal Bin Suleiman, CEO, Abyres Group of Companies  

 

Conclusion 

Awareness of KVM-based open virtualization technology is growing around the world. With full support from the 
OVA and member companies like Abyres, KVM is a viable enterprise-class virtualization solution, delivering 
considerable scalability, security and power-efficiency at a fraction of the cost of conventional solutions. Abyres 
has proven that KVM-based open virtualization solutions can be user-friendly and even support familiar 
Windows environments, eliminating some of the more common hurdles to adoption. As the momentum behind 
KVM continues to grow, Abyres predicts that KVM will become the dominant virtualization hypervisor for all data 
center needs. For more information about how KVM can benefit your business, visit 
www.openvirtualizationalliance.org.  

http://www.openvirtualizationalliance.org/
http://www.openvirtualizationalliance.org/

