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Enclave Signing Tool for Intel® Software 

Guard Extensions (Intel® SGX) 

Scope 

The Intel® Software Guard Extensions (Intel® SGX) architecture performs checks at enclave 

load time to see: (1) if the signed enclave has been altered, and (2) if the enclave signer 

appears on the Intel SGX Whitelist. If any changes have been made, or if the enclave signer is 

not on the whitelist, the enclave load is aborted. This paper explains how to use the Intel® 

Software Guard Extensions (Intel® SGX) SDK signing tool, which signs enclave files and 

generates enclave whitelisting material. For an overview of the enclave signing and 

whitelisting flows, including business interaction with Intel, see: 

https://software.intel.com/sites/default/files/managed/78/4a/overview-signing-whitelisting-

intel-sgx-enclaves.pdf. 

Intel SGX SDK compilation profiles 

The Intel SGX architecture supports two modes of operation for enclaves: Debug Mode and 

Production (non-debug) Mode. Production Mode enclaves have the full protection provided 

by the Intel SGX architecture. Debug Mode enclaves do not have such protection because 

development tools such as debuggers and performance analyzers require access to enclave 

memory and performance counters, which Intel SGX disables for Production Mode enclaves. 

Traditionally, developers are familiar with two compilation profiles: 

 Debug: compiler optimizations are disabled and symbol information is saved. This mode is 

suitable for source-level debugging. Enclaves built in debug mode are launched in 

enclave-debug mode. 

 Release: compiler optimizations are enabled and no symbol information is saved. This 

mode is suitable for production build, performance testing, and final product release. 

Enclaves built in this mode are launched in enclave-production (non-debug) mode. 

In addition, the Intel SGX SDK offers two more profiles: 

 Pre-release: same as Release with regard to compiler optimizations and symbol 

information. However, the enclaves are launched in enclave-debug mode, suitable for 

performance testing with production level code. 

https://software.intel.com/sites/default/files/managed/78/4a/overview-signing-whitelisting-intel-sgx-enclaves.pdf
https://software.intel.com/sites/default/files/managed/78/4a/overview-signing-whitelisting-intel-sgx-enclaves.pdf
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 Simulation: links the application with libraries that simulate the Intel SGX instructions to 

allow the enclave to be run on any platform without Intel SGX. Simulation is usually paired 

with Debug, so compiler optimizations are also disabled and symbol information is also 

saved. 

For a fuller discussion of these profiles, see the white paper at: 

https://software.intel.com/sites/default/files/managed/e5/d8/intel-sgx-build-

configuration.pdf 

Note: The untrusted components of Intel SGX applications are built as executable files, 

whereas enclaves are built as Dynamic-link Library (.dll) files on Windows and Shared 

Object (.so) files on Linux. 

Enclave signing tool 

Signing an enclave is a process that involves producing a signature structure that contains 

enclave properties such as the MRENCLAVE, a cryptographic hash representing the enclave. 

Once an enclave is signed, modifications to the enclave’s file (code or data) can be detected. 

The Intel SGX SDK comes with a signing tool, sgx_sign, which performs post build signing of 

.dll/.so enclave files. The tool reads an enclave configuration XML file (or uses default 

values), verifies that the enclave is built correctly, and then signs the enclave. The tool 

provides error messages if the enclave is not built correctly. 

The sgx_sign tool is typically set up by the Visual Studio plug-in, included in the Intel SGX SDK 

for Windows, and the Eclipse* plug-in, included in the Intel SGX SDK for Linux, to run 

automatically at the end of the build process for Debug mode enclaves. If you are not using 

the Eclipse plug-in on Linux, sgx_sign is invoked by the make file at the end of the build 

process. However, sgx_sign can also be invoked through the command line using the 

following syntax: 

sgx_sign <command> [args] 

 

Values for “command” and “args” in the sgx_sign CLI are described in the following section. 

Enclave signing methodology 

The sgx_sign tool uses two types of signing methodology: 

 Single-step signing (via the sign command) 

 Two-step signing (via the gen_data and cat_sign commands) 

https://software.intel.com/sites/default/files/managed/e5/d8/intel-sgx-build-configuration.pdf
https://software.intel.com/sites/default/files/managed/e5/d8/intel-sgx-build-configuration.pdf
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The tool also generates whitelisting material via the dump command, which is discussed later 

in this paper. 

Single-step signing 

Single-step signing is the default signing method for non-production enclave applications, 

which are created using the Intel SGX SDK project simulation, debug, and pre-release profiles. 

The single-step signing process requires access to the signing key-pair on the local build 

system. This means that enclaves signed with this test key can only be launched in debug or 

pre-release mode. With Windows, you can use the private test key that Visual Studio provides. 

For Linux, you can use the sample private key that comes with the sample enclaves, or use 

your own private key as described in the Intel SGX SDK Developer Reference. 

The sgx_sign syntax for single-step signing uses the sign command: 

sgx_sign sign [args] 

 

Mandatory and optional arguments for the sign command are listed in Table 1.  

Table 1. Single-step signing command arguments for the sgx_sign tool 

Argument Argument Type Description 

-enclave <file> Mandatory Specifies the enclave file to be signed. 

-key <file> Mandatory Specifies the signing key file. 

-out <file> Mandatory Specifies the output file. 

-config <file>  Optional Specifies the enclave configuration file; this 
is an optional argument. The tool uses 
default values if no file is supplied. 

 

For example, this would be a suitable sgx_sign command: 

sgx_sign sign -enclave enclave.dll -config enclave.config.xml -out 

enclave.signed.dll -key private.pem 

 

Single-step signing commands are typically supplied in an enclave project’s properties in 

Visual Studio under Post-Build Events, as shown in Figure 1. For Eclipse, the signing 

commands are executed by the makefile that Eclipse uses to build the enclave. If you are not 

using the Eclipse plug-in on Linux, the SDK make file invokes sgx_sign the end of the build 

process. 

After building the enclave, the single-step signing process is invoked to sign the enclave file. 
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Figure 1. Single-step signing setup in Microsoft Visual Studio* 

 

Two-step signing 

Protection of ISV private keys is the primary motivation for two-step signing. The two-step 

signing process is necessary because the ISV’s private signing key is typically not present on 

the build platform. (See https://software.intel.com/en-us/sgx/commercial-use-license-request for 

recommendations on protection of the ISV private signing keys.) The enclave signing 

operation is performed, as follows: 

1. In the first step, the signing tool generates the enclave signing material at the conclusion of 
the enclave’s build process. Then the ISV producing the code takes the enclave signing 
material file to an external signing platform or facility where the ISV’s private key is stored. 
The sgx_sign syntax for this first step uses the gendata command, as follows: 

 

sgx_sign gendata [args] 

 

2. The ISV signs the signing-material file and takes the resulting signature file back to the build 
platform. In the second step, the ISV signs the enclave file using both the signature file 
generated in the first step and the public signing key. The sgx_sign syntax for this second 
step uses the catsign command, as follows: 

https://software.intel.com/en-us/sgx/commercial-use-license-request
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sgx_sign catsign [args] 

 

Mandatory and optional arguments for the two-step signing process are described in Table 2. 

Table 2. Two-step signing command arguments for the sgx_sign tool 

Argument Argument Type Description 

-enclave <file> Mandatory Specifies the enclave file to be signed. 

-key <file> Mandatory gendata: Not applicable. 

catsign: Specifies the public key. 

-out <file> Mandatory gendata: The file to contain the enclave signing 
material. 

catsign: The signed enclave file. 

-config <file>  Optional Specifies the enclave configuration file; this is 
optional for both the gendata and catsign 
commands. The tool uses default values if no 
file is supplied. 

-unsigned <file> Mandatory gendata: Not applicable. 

catsign: Specifies the file containing enclave 
signing material. 

 

The sgx_sign tool generates the output file and returns “0” for success; otherwise, it returns an 

error message.  

The following is an example of a first invocation of sgx_sign: 

sgx_sign gendata -enclave enclave.dll -config enclave.config.xml -out 

enclave.hex 

 

The file name and location of the signing material to be generated can be specified in the two-

step signing process dialog invoked via Enclave project (Solution Explorer) > Intel® SGX 

Configuration > Enclave Signing in Visual Studio, as shown in Figure 2. For Eclipse, the 

information is typically supplied under Intel(R) Software Guard Extensions Tools > Two Step 

Sign Enclave > Generate Hash, as shown in Figure 3. If you are not using the Eclipse plug-in 

on Linux, the locations of the file must be specified in the Linux command line. 
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Figure 2. First part of the two-step signing process in Microsoft Visual Studio* 
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Figure 3. First part of the two-step signing process in Eclipse* 

Here is a suitable second invocation of sgx_sign: 

sgx_sign catsign -enclave enclave.dll -config enclave.config.xml -out 

enclave.signed.dll -key public.pem -sig signature.hex -unsigned 

enclave.hex 

 

In Visual Studio, the location of the Signing Material File, Enclave File, Public Key File, and 

Signature File is selected through the Enclave Signing dialog, as shown in Figure 4. For 

Eclipse, the information is typically supplied under Intel(R) Software Guard Extensions Tools 

> Two Step Sign Enclave > Generate Signed Enclave, as shown in Figure 5. If you are not 

using the Eclipse plug-in on Linux, the locations of the file must be specified in the Linux 

command line. 
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Figure 4. Second part of the two-step signing in Microsoft Visual Studio* 
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Figure 5. Second part of the two-step signing in Eclipse* 

Generating whitelisting materials 

Starting with V1.9.5 of the Intel SGX SDK for Windows and V2.2 of the Intel SGX SDK for Linux, 

the sgx_sign tool can generate a SIGStruct file from a signed enclave file. (For earlier versions 

of the SDK, whitelisting materials were generated using a separately available sign_helper 

tool.) The SIGStruct file is part of the whitelisting materials needed. For the purposes of 

whitelisting the ISV’s enclave signer, an empty/dummy enclave should be used. 

sgx_sign is run with the dump command and –enclave and –dumpfile parameters to generate 

a SIGStruct file from the signed empty/dummy enclave file. sgx_sign also displays the 

MRSIGNER value for the enclave The MSB and LSB of the MRSIGNER value are included on the 

Whitelist Registration Form. 
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The sgx_sign syntax for the dump command, is as follows: 

sgx_sign dump [args] 

 

Mandatory and optional arguments for the dump command are described in Table 3. 

Table 3. Command arguments for generating whitelist materials 

Argument Argument Type Description 

-enclave <file> Mandatory Specifies the enclave file to be evaluated to 
generate the SIGStruct file; the MRSIGNER 
value for the SIGStruct is displayed on the 
screen. 

-dumpfile <file> Mandatory Specifies the name of the SIGStruct file. 

 

When creating a SIGStruct file, the sgx_sign tool generates the output file and returns “0” for 

success; otherwise, it returns an error message. 

The following is an example of an invocation that creates a SIGStruct file from the signed 

empty/dummy enclave file (and displays the MRSIGNER value on the screen): 

sgx_sign dump -enclave enclave.signed.dll -dumpfile enclave.sigstruct.hex 

 

The SIGStruct file must follow the filename format, which includes the Whitelist ID. (The 

Whitelist ID is provided with the Whitelist Registration Form.) 

Summary 

The sgx_sign tool, provided in the Intel SGX SDK, signs enclaves in Debug and Production 

modes. Use of sgx_sign is mandatory as only signed enclaves can be loaded by Intel SGX. The 

tool is included in the build process for Visual Studio and Eclipse. It can also be run from the 

command line. 

sgx_sign uses a single-step signing flow for Debug mode enclaves and a two-step signing flow 

for Production mode enclaves. The two-step flow is used because the ISV’s private signing key is 

kept on a separate signing facility/platform. 

sgx_sign is also run on signed empty/dummy enclave files to generate whitelist material for the 

enclave signer whitelisting process, including displaying the MRSIGNER value for the SIGStruct. 

In this usage, sgx_sign is run from the command line. 
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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL® PRODUCTS. NO LICENSE, 

EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY 

THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, 

INTEL® ASSUMES NO LIABILITY WHATSOEVER AND INTEL® DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, 

RELATING TO SALE AND/OR USE OF INTEL® PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO 

FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR 

OTHER INTELLECTUAL PROPERTY RIGHT. 

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or 

indirectly, in personal injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH 

MISSION CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL® AND ITS SUBSIDIARIES, 

SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH, HARMLESS 

AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES ARISING OUT OF, 

DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY 

WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL® OR ITS SUBCONTRACTOR WAS 

NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL® PRODUCT OR ANY OF ITS PARTS. 

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not 

rely on the absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel 

reserves these for future definition and shall have no responsibility whatsoever for conflicts or incompatibilities 

arising from future changes to them. The information here is subject to change without notice. Do not finalize a 

design with this information. 

No computer system can provide absolute security under all conditions. Built-in security features available on 

select Intel® processors may require additional software, hardware, services and/or an Internet connection. Results 

may vary depending upon configuration. Consult your system manufacturer for more details. 

Intel®, the Intel® Logo, Intel® Inside, Intel® Core™, Intel® Atom™, and Intel® Xeon® are trademarks of Intel Corporation 

in the U.S. and/or other countries. Other names and brands may be claimed as the property of others. 

* Other names and brands may be claimed as properties of others. 
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